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• Develops actionable insight and strategy 
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Breaches
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Somethin’ 

ain’t right…





The unprecedented volume 

of data breaches in 2014 

provided a wealth of PII with 

which to gain access to 

existing accounts.
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Was there more 

or less ID fraud 

last year?

Q:
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Identity Fraud: Fewer Victims, Less Losses

SOURCE: Javelin Strategy & Research 2015 Identity Fraud Report; March 2015



U.S. accounts for 25% of global 

card volume and 50% of card fraud… 

because we rely on magnetic stripes 

and signatures in cursive.



Signatures are worthless!
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So, guess how we’re 

securing EMV credit 

card payments this 

year in the U.S.?!



EMV Chip & Quill!!!

+
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Post-EMV Credit Card Fraud Projections
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15

Online Card-Not-Present (CNP) Fraud Explodes



16©  2015 Jack Henry & Associates, Inc.®

CNP Fraud Forecast: 2018

CNP FRAUD WILL BE

POS CARD FRAUD BY 

2018

CNP FRAUD WILL HAVE A CONSISTENT YET DRAMATIC GROWTH

4X 

SOURCE: Javelin Strategy & Research; “Fixing CNP Fraud: Solutions for a Pre- and Post-EMV U.S. Market; October 2014
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EMV: Transitional Fraud Targets

WHILE BIG MERCHANTS ARE WELL ON THEIR WAY, 
FRAUDSTERS WILL STILL HAVE TARGETS.

SMALL MERCHANTS AND UNATTENDED TERMINALS WILL REMAIN VULNERABLE

ATMSSMALL 
MERCHANTS

GAS PUMPS

SOURCE: Javelin Strategy & Research; “Fixing CNP Fraud: Solutions for a Pre- and Post-EMV U.S. Market; October 2014
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ATM Fraud Jumps in Q1 2015

Attacks on ATMs at FIs jumped 174% (January-April 2015).

Attacks on non-FI ATMs jumped 317% (January-April 2015).

ATMS

SOURCE: FICO; “Debit Card Theft Via ATM On The Rise”; www.pymnts.com; May 20, 2015

http://www.pymnts.com/
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SMALL 
ISSUERS
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odds: 1/3 odds: 1/3 odds: 1/3



odds: 1/3 odds: 2/3



odds: 1/3 odds: 2/3
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So, should you 

choose door #3?



odds: 1/3 odds: 2/3
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During the EMV transition, 

the probability of fraud will 

concentrate among the last 

to migrate. 



odds: 1/3 odds: 1/3 odds: 1/3

Counterfeit Card Fraud Probability



odds: 0 odds: 1/2 odds: 1/2

Counterfeit Card Fraud Probability



odds: 0 odds: 0 odds: 100%

Counterfeit Card Fraud Probability
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But what to do 

about CNP fraud?
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A Holistic Approach: Fighting CNP Fraud

ANALYTICS

BEHAVIORMETRICS

MEMBER-DEFINED 
CONTROLS

AUTHENTICATION

DRIVING DOWN CNP FRAUD WILL REQUIRE A COMPREHENSIVE STRATEGY

SOURCE: Javelin Strategy & Research; “Fixing CNP Fraud: Solutions for a Pre- and Post-EMV U.S. Market; October 2014
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Member-Defined Controls for Cards
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Detect Breaches Early with Big Data
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Transitional concentrations of fraud on weakest links & last to enable

Debit Cards

Smaller Merchants

Get ready for tokenization; monitor costs (see Visa’s VDEP)

Signatures are meaningless…and we’re transitioning to, you 

guessed it, Chip & Signature EMV credit cards

The learning curve for consumers

Dip and leave vs. dip and yank (gas pump)

EMV Challenges
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One word about 

passwords…dead.

They’re dead.
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Half of Consumers Recycle Passwords
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Base: Consumers with online accounts.
© 2014 Javelin Strategy & ResearchQ61: For how many of your online accounts do you use the same password? 

Number of Accounts for Which Consumers Use the Same Password
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More Accounts, Fewer Passwords. Nice Job, Everybody!
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October 2013, n varies 490 to 4,249
Base: Consumers by number of online accounts owned.

© 2014 Javelin Strategy & Research

Q60: How many separate online accounts would you 
estimate currently belong to you?
Q62: About how many separate passwords do you 
use to access your various internet accounts? --mean

Ratio of Passwords to Online Accounts Owned
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From what you know 

to the way you are.









©  2015 Jack Henry & Associates, Inc.®

Brains
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Why are we so 

distracted?
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Neuro Science 101: 3 Questions

1. What organ in your body is the last to mature?

A: The brain

2. When does that organ fully mature?

A: Late 20’s, early 30’s

3. In what order does it mature?

A: From the back to the front
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Myelin



49
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Generation Y
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Gen Y Woes

First to have lower standard of living than their parents

First to have higher student loan debt, poverty and 

unemployment than their two immediate predecessor 

generations had at the same age 

60% “young Gen Yers” (21-26), and 50% of older Gen Yers” 

(27-34) say they have an “impulse purchase” problem.

Nearly half of all Gen Y consumers looking to switch FIs want 

their next FI to offer PFM tools

SOURCE: Pew Research; June 2014
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So what’s the 

answer to the 

impulse problem?
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Real-time 

feedback 

loops?





65
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A third of US consumers who have 

owned an activity tracker stopped

using it within six months.
Endeavour Partners, July 2014
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So how to help 

those immune to 

feedback loops?
(because their brains aren’t fully mature yet)
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Opt-outs and automation.



Automate savings?
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To beat distraction? 

Be the distraction.
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“Impulse savings”
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Mobile
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“Good self-service beats 

great personal service.”
--David Peterson, i7Strategies
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Tipping Point:
The digital channel reached parity with the physical branch 

in 2014, with 49% of applicants opening checking 

accounts online, or on a smartphone or tablet.

SOURCE: Javelin Strategy & Research; “Digital Account Opening Reaches Tipping Point”; February 2015
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Tipping Point: Online Account Opening
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Q47. Did you apply to open any of the following accounts in the past 
12 months? Please choose the channel you used for the most recent 
application for each account type.
Q51. If you were to apply to open the following accounts today, 
which channel would you prefer to use for each application? Please 
select one channel for each of the banking products.

September 2014; n = varies: 309-842
Base: All consumers who opened each account type, past 12 months;

All consumers who plan to open each account type, next 12 months
© 2015 Javelin Strategy & Research

49%

77%

70%

80%

Checking account Credit card

Opened account digitally in 2014 Plan to open account digitally in 2015

21-
point 
jump

Accounts Opened Digitally in 2014 vs. Intent in 2015 (Checking vs. Credit Cards) 
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Mobile: Fed Report

Smartphones are changing the way consumers 

shop and make financial decisions.
47% of smartphone owners comparison shopped with their phone while 

at a retail store

69% changed where they purchased as a result!!!

33% scanned a product’s barcode to find the best price for the item.

42% of smartphone users browsed product reviews while in store

79% of them changed item they purchased based on this 

information!!!

SOURCE: Federal Reserve’s 2015 Consumers and Mobile Financial Services Report
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Mobile: Fed Report, 2

29% of all mobile phone users and 38% of smartphone users 

have used their phone to track purchases and expenses.

63% of mobile banking users have checked their account 

balance on their phone before making a large purchase

53% decided not to purchase an item as a result of their 

account balance or credit limit.

SOURCE: Federal Reserve’s 2015 Consumers and Mobile Financial Services Report
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SOURCE: Ron Shevlin’s Snarketing 2.0; “The Mobile Moments Of Opportunity 

(Or Why Mobile Wallets Haven’t Caught On)”; http://snarketing2dot0.com/
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Before the Payment…

1. Is this the right product for me?
40% of smartphone owners scan labels and UPC codes in the store 

while shopping. (Aite Group)

2. Is this the best price I can get? 
One third of smartphones store coupons on their mobile device. (Aite

Group)

3. How can/should I pay for this? Can I afford it?
Would putting this on my Amex credit card be better than paying for it 

with my debit card? Do I have rewards points I can apply to the 

purchase?

SOURCE: Ron Shevlin’s Snarketing 2.0; “The Mobile Moments Of Opportunity 

(Or Why Mobile Wallets Haven’t Caught On)”; http://snarketing2dot0.com/
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Activity Based Marketing 
Marketing within the context

of an activity being performed
by a member or prospect.
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Perpetual Loan Approval 
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Mobile Payments







A story about me and my dongle…
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Apple Pay vs. LoopPay: Merchant Acceptance
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Apple Pay vs. LoopPay: Card Eligibility 
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Apple Pay vs. LoopPay: Smartphone Coverage
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…but Samsung Pay 

won’t be available 

until second half 

of 2015.





©  2015 Jack Henry & Associates, Inc.®

Mary Jane
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The other face 

of marijuana…
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Almost Half of States Have Legalized Medical Marijuana

SOURCE: http://ngm.nationalgeographic.com/2015/06/marijuana/effects-graphic
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Many Have Legalized or Decriminalized Marijuana
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Legal Marijuana Sales Revenue Will Quadruple by 2020

SOURCE: http://ngm.nationalgeographic.com/2015/06/marijuana/effects-graphic
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Marijuana in Michigan

Medical marijuana use legal but registration required and limitations apply

No state licensing or allowance for commercial dispensaries…

…but caregivers can grow up to 12 plants each for no more than 5 patients.

Recreational marijuana use still illegal

Michigan still classifies marijuana as a Schedule 1 drug (same as federal law)

Active hemp industry and law allowing hemp research for industrial purposes

18 cities in Michigan have “decriminalized” minor marijuana possession/use

On par with traffic violation penalties

These municipal ordinances are in conflict with both state and federal law currently
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The Bottom Line

CUs still bound by federal BSA and AML laws and reporting 

requirements

Justice Department memo (Aug 2013) emphasizes illegality of marijuana

Treasury Dept has not formally exempted FIs from filing SARs on 

legitimate cannabusinesses

FinCen guidance (February 2014) does not address nor protect CUs from 

legal uncertainty and consequences

Michigan CUs still bound by relatively strict and narrow state laws

Too much risk to serve cannabusinesses currently



Don’t get ahead of 

the law on marijuana.

Shawn Taylor
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Lee Wetherington, AAP

lwetherington@jackhenry.com
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